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Who Am |?

James Hoopes (hoopes@hotmail.com)
Senior Systems Engineer — Pacific Sunwear of California (11 years)
33 years on the System/38, AS/400, IBM |

I've been an operator, network engineer, programmer, and systems
engineer

Former senior technical editor at News/400 and Midrange Computing
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The Most Important Question:
Why Do You Care About This?

* Rule 1: If your company is going to survive and thrive, your IT
department needs to be agile. If you're going to keep your job, you
need to be agile. Your competitors are becoming agile. Your
company'’s future and your future as an IT professional depend on
your ability to rapidly react to business requirements.

Agile Traditional




What Does a Lack of Agility Look Like?

Example: The Old Model of Adding Disk Space
Determine requirements and write requirements document
Get quote from business partner(s)

Review quotes for accuracy

Get approval from executives or board for costs
Get legal approval for an SOW

Sign contracts

Wait for vendor to ship hardware

Schedule installation

Get approval from change control board

o. Install and configure...
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What Does Agility Look Like?

Example: Using a Cloud Partner to Provide Extra Disk Space

1. Use Disk Space.

SOFTLAY=R’

an IBM Company




Options
1. Use IBM'’s Cloud Storage Solutions for i (57331CC)

Provides access to IBM’s Softlayer and Amazon Web Services storage.
Integrates with BRMS.

2. Write Your Own Solution

Different language options include Python, Ruby, or even RPG.




IBM’s Cloud Storage Solutions for |

* Licensed program available from IBM, 5733ICC.

* Version 1.1, works with 7.1 or higher. Version 1.2 requires 7.2 or higher.

e Released October of 2016.

* Support, documentation, PTFs, and upgrades available through usual
IBM channels.




IBM’s Cloud Storage Solutions for |

* Prices | found were $2,400 for a single partition or $5,000 for
unlimited partitions on a system. Version 1.2 is changing licensing.
Customers who bought unlimited converted to 4 licenses at Vi.2.

* Supports IBM’s Softlayer storage, Amazon Web Services’ S3 storage,
or you can use FTP to transfer to another IBM i system/partition.

* Integrates with BRMS, once certain prerequisite PTFs are installed.



Cloud Storage Background

* I'm going to focus on AWS S3. The differences between using AWS
and Softlayer are largely minor differences in terminology.

* AWS S3 (Simple Storage Service) is a object storage system.
* It's a highly reliable storage environment. AWS advertises eleven g's

of durability. AWS automatically replicates data between multiple
data centers.
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Cloud Storage Background

* You get charged for the storage, for data transfer, and for operations
against the data

* AWS has three categories of S3 storage: Standard, Infrequent Access,
and Glacier. Prices decrease as you say you'll access the data less
often. For Glacier, you give up access speed. Standard retrieval can
take 3 to 5 hours. Expedited retrieval is available as well.
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Cloud Storage Background: Costs

| used AWS'’ cost calculator to estimate the cost of storing 5o0GB in S3 standard storage for 1 month.

Standard Storage:

torage: 00 GB

PUT/COPY,/POST/LIST Requests: 5000 Reguests

GET and Other Reguests: 1000 Reguests

Data Transfer:
Inter-Region Data Transfer Out: 0 GBMonth
Data Transfer Out: 100 GB/Month
Data Transfer In: 500 GB/Month

Data Transfer Out to CloudFront: 0 GBMonth

https://calculator.s3.amazonaws.com/index.html
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Cloud Storage Background: Costs

| used AWS’ cost calculator to estimate the cost of storing 500GB in standard storage for a month.

Service Type Components Region Component Price Service Price

Amazon S3 Service (US-West-2) $11.54
Standard Storage: US-West-2 (Oregon) $11.50
Standard Put/List Requests: US-West-2 (Oregon) $0.03
Standard Other Requests: US-West-2 (Oregon) $0.01

AWS Data Transfer In SO
US-West-2 (Oregon) Region: Global SO

AWS Data Transfer Out $8.91
US-West-2 (Oregon) Region: Global $8.91

AWS Support (Basic) SO
Support for all AWS services: SO

Total Monthly
Payment: $20.45

https://calculator.s3.amazonaws.com/index.html /




Installing IBM Cloud Storage Solutions for |

* Download the image from IBM’s Entitled Software Support (It's
pretty small.)

e RSTLICPGM for 5733ICC
* Install latest PTFs (varies by operating system version and language.)
* AWS support won't work until you install the latest PTFs.

* Libraries are QICC and QUSRICC, but commands are installed into
QSYS.

* By default, jobs run through QICCSBS subsystem.




Configuring Cloud Storage Solutions for i

* Starting point is the WRKCFGICC command. From there you can
create and manage connections to Softlayer or AWS.

HWork with ICC Rescurces
Type options, press Enter.
1=Create 2=Change 4=Delete 5=Display
Opt Name Type Description
AWSACCT awss3i
NEWACCT AWSS3 New Accoun t Connec tion

L=

SFTLYRACT SoftLayer Softlayer

Bottom
Comman d
EEES
F3=Exit F4=Prompt F5=Refresh F9=Retrieve Fl10=Command entry
Fl12=Cancel F17=Top Fl18=Bottom

MAR+ A 087023




Configuring Cloud Storage Solutions for i

* Creating a new AWS connection. You need your access key and secret key
from IAM (Identity and Access Management) in AWS. When you create
access keys, that's the only time you'can see the secret key. Protect your
secret key. Rotate them frequently.

Create ICC AWS 83 Resource (CRTS3RICC)

Type choices, press Enter.

. » AWSACCT Name
Connection to AWS

Resource name P ),
Resource description . . . . . .

I'd put my access key
I'd put my secret access key

F13=How to use-this display

F24=More keys

Bucket . . .. . . . a0 L LA testicc
Resource URT . . . . . . . . . . sS3.amazonaws . com

Bottom
F3=Exit F4=Prompt F5=Refresh Fl0=Additional parame ters F12=Cancel
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Copy a File to AWS, Delete It, then Copy It
Back

Video




Cloud Storage Solutions for |
BRMS Integration

* If you have the correct PTFs in place, Cloud Storage Solution for i
integrates directly with BRMS.

* When you create an account in Cloud Storage Solutions, it will create
that name as a location and move policy in BRMS.

* So for virtual tapes, you'll be able to move them to AWS, Softlayer, or
another IBM i automatically when the BRMS move process is run.




Cloud Storage Solutions for |
BRMS Integration

* Move policy in BRMS related to AWS account:

Bl A - aikona

BB rEBEEY

Display Move Policy

Move ~Ppolicy . N « « V. + . ~NEWACCT
Hamg Mocationl ™ . . ALY . . ALXORIGIN
Useé"containeR” . &« © w '™ “ v “Wowe M XNO
Verify moves . (D (I i
Calendar for working days . . . ! XALLDAYS
Calendar for move days s O 4w s XALLBAYS
Text W e e e AN L 0w WM L 0 _Ewtry ereadéd by BRMNVtonfigun@tion
Seq Location Duration Container Action
10 NEWACCT XEXP

Bottom
Press Enter to continue.

F3sE»i t Fi12=Cancel

MAff+ A 01/001




Cloud Storage Solutions for |
BRMS Integration

* Saving a library to virtual tape using BRMS:

Bl A - aikona

‘File Edit View Communication Actions Window Help

BRALEEE
Save Library using BRM (SAVLIBBRM)
Type choices, press Enter.
Library R AaANTE R R N EHOOPES Name, genericX, XALLPROD. ..
+ for more values
BEOEPEE - & 5 &8 @wvw soaw s-wm sos e 2 TAPVRITO1 Name, XNONE, XMEDCLS
+ for more wvalues

Media policy . .v'. . . . & . . . > ¥NONE XSYSPCY, XNONE, AIKONAF, AI...

Parallel device resources:
Minimum resources A & =& = A XNONE 1-32, XNONE, XAVAIL
Maximum resources AR R e, XMIN 1-32, XMIN, XAVAIL

Save active B, B BT o et 8 XNO XNO, XLIB, XSYSDFN, XSYNCLIB

Save active wait time:
OBl Lacks ml: o & s s s 120 0-99999, XNOMAX
Pending record changes . . . . XLOCKWAIT 0-99999, XLOCKWAIT
Other pending changes S L XLOCKWAIT 0-99999, XLOCKWAIT, XNOMAX

Save active message queue 5 INGL XNONE Name, XNONE, XWRKSTN
Library = w B & Ve & & & ¥ s XLIBL Name, XLIBL, XCURLIB

Retain object detail . . . . . . XERR XERR, XMBR, XNO, X0BJ, XYES

More. ..

F3=Exipb F4=Prompt FS5=Refresh Fi12=Cancel F13=How to use this display

F24=More keys

Mﬁl+ 2] 05/037




Cloud Storage Solutions for |
BRMS Integration

* Media movement to AWS location automatically kicks off transfer of virtual tape to AWS:

7 == o N
BV A - aikona

File Edit View Communication Actions Window Help

=R A 0 i
Work with ICC Status AIKONA
Type options, press Enter.
4=End
————————— Job: =i Graphic% /
Opt File name/Time Name User Number Status Oper Complete®
._ /home/ jhoopes/tfrtoaws/virtol XX 1
10709717 12:41 LOOOOOBOO3S5 JHOOPES 121429 Active TOCLD 21
Bottom
Command
:::)
F3=Exi.t F4=Prompt FS5=Refresh F9=Retrieve F10=Command entry
Fl12=Cancel F15=Work Subsystem Jobs F17=8Subset
Subset: Sts:XACTIVE Age: 7
Mﬁ.+ A 087002

- \E f.;l.:_ona:%z G




Cloud Storage Solutions for |
BRMS Integration

* Virtual tape is now stored in S3 on AWS:

/ >
- -
i £y
W > — TIN
EEEN (e © ¢ & =8 =
awsT Services Resource Groups * Q jhoopes @ 5660-5166-3251 v  Global +  Support .

Overview

Viewing 1to 1

Name Last modified Size Storage class

. 2017 12:41:00
O vIRTO1 998.0 MB Standard




Cloud Storage Solutions for |
BRMS Integration—What Won't it Do?
* It doesn't really do bare metal restore.

* Not practical for large systems and files. The transfer speed, of
course, is dependent on your Internet connectivity speed.

* It could be used to reduce your RPO (Recovery Point Objective.)




Cloud Storage Solutions for i Summary

* Two pieces, one provides the ability to transfer IFS files to and from
cloud providers or another IBM i system or partition. CPYTOCLD
CPYFRMCLD

* The BRMS integration is another piece that can automatically
transfer virtual tapes to a cloud provider or another IBM i.

* Licensed program is 5733ICC, Cloud Storage Solutions for i.
* Current version is 1.1, which runs on 7.1 or higher. Version 1.2 coming.

* Supports AWS, Softlayer, and another IBM i partition through FTP.
More cloud providers probably in the works.



Cloud Storage Solutions for i Summary

* New version 1.2 coming out, probably at end of the month. The new
version supports encryption and compression. That may help the
transfer performance question. (Version 1.2 requires 7.2 of the OS.)

* Has a 70-day free trial. Cost is $2,400 per partition.




You Can Do Much of This Yourself

* AWS APIs are available to the IBM i through Python.

* Python is available free as part of 57330PS.
Python 3 is Option 2
Python 2 is Option 4

* Once you have Python, you can install the AWS APIs.

* The AWS APIs are called Boto, so to install the AWS APIs for Python 3,
you'd run the pip application and install boto3




Installing Boto3s

sQ0pensZyssusrs/bins-=h

» pip3d install boto3d

Collecting boto3
Downloading boto3-1.4.7-py?.py3d-none—any.whl (128kB)
[K 100% Iﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂﬂﬂﬂﬂﬂﬂ#ﬂﬂI 133kEB 270kB/=s ta 0:00:01
[T25hCollecting jmespath<l1.9.0,>=0.7.1 (from boto3)
Using cached jmespath-0.9.3-py?.puyld-none-any.whl

Collecting botocore{l1.8.0,»=1.7.0 (from boto3)
Downloading botocore-1.7.26-py? .py3-none-any.whl (3.7HMB)
[K 100% |ﬁﬂﬂﬂﬂﬂﬂﬂﬁﬁﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬁ| 3.7HMB 2ZkBr/= eta 0:00:01

F3=Exit F6=Print F9=Retrieve F1l1=TruncatesWrap
Fi3=Clear FL7¥=Top Fi18=Bottom FZ1=CL command entry

B 18/007




Installing Boto3s

Bl B - aikona

Eile Edit View Communication Actions Window Help

B EMdm ek <

S0pen3ussusrsbins-sh

3.4/lib/python3 . 4/vendor-packages/six-1.10.0-py3.4.egg (from python-dateutil<
3.0.09,*»=2.1-*botocore<l1.8.0,»=1.7.0->hoto3)

Inztalling collected packages: jmezspath, docutils, puthon-dateutil, botocore,
s3transfer, boto3

Successfully installed boto3-1.4.7 botocore-1.7.26 docutils-0.14 jmespath-0.9
.3 puthon-dateutil-2.6.1 =3transfer-0.1.11

puthon3

Python 3.4.6 (default, HMar 21 2017, 20:59:04)

[GCC - 4.8.2] on aix6

Type "help", "copyright"™, "eredits" or - "license"'" for more information.
b

import boto3

Fr2

===

F3=Exit F&6=Print F9=Retriewve Fl1=TruncatesWrap
Fi13=Clear F17=Top Fi1B=Bottom FZ21=CL command entry

B 18-007




Use Python to Copy All Files in a Directory to
AWS, Delete Them, Then Copy Them Back

Video




The Result of the Transfer

. - 53 Management Console x . =+ -~ > =)

ot

Services Resource Groups * hoopes @ 0573-9165-9613 ¥ Global ~ Support ¥

Latest version

https://s3-us-west-2 amazonaws.com
/psuntstbkt/fred.txt

Properties Storage Standard

class

AWS-KM S|
Metadata 1
Tags 0 Tags

Permissions Owner cloudyjamesh

Object
Read 1 Grantees
Write 1 Grantees

e o



The Code to Upload Files to AWS S3

import o3
import botod
from botocore.client import Config

config=Config{signature wvers

(len(files) >0} :

for £ile in files:
pathandfile=path+'/'+file
data=open (pathandfile, 'rb')
33.put_object (Body=open ( pathandfile , 'rb' ), Bucket='psuntstbkt',K Key=fi ServerSideEr

o3.remove (pathandfile)

print({'File: '+file+' =ent

print{'Ho [ile:




The Code to Download Files from AWS S3

import botol
from botocore.client import Config

if {len{fileName)>0):
try:
33.head object (Bucket='"psuntsthk
83.get_object (Bucket='psuntsthkt',

t',
respon3e = i fileName, )
fp = open({path + '/' + fileName, 'whb'})
fp.write (reaponse [ 'Bo 3]
fp.close()

print{'File: ' + fileName + ' retrieved from AWS.')

except:
print{'File: '+fileName+' not found on AWS.')

primt{'Ho fil




You Can Do Much of This Yourself

The key point in the code that you've seen is that the S3 integration, or
storing files in the cloud, is just the starting point. The APl opens all of the
AWS services to your IBM i: Here's starting an EC2 instance from Python.

B A - Psundev =

QSH Command Entry

import boto3

x>

client=boto3.client('ec2')

P2

response=client . start_instances(Instancelds=[" 11

¥

print(response])

{'Startinglnstances': [{'PreviousState’': {'Code’': 80, 'Mame': 'stopped’'}, 'In
stanceld': ° ', 'CurrentState’': {'Code': 0, 'Name': 'pendin
g'rrl, 'ResponseMetadata’: {'HITPStatusCode': 200, 'HTTPHeader=s': {'date': 'l
ed, 11 Oct 2017 20:29:28 GMT', “'vary': "Accept-Encoding'; '=server': 'AmazonEC

2', "eontent-type': "text/xmlicharset=UTF-8", 'transfer-encoding’': “chunked"'}
, . "Retrufttempts": 0, 'Requestld': 'Be67ab?4-6273-4577-adl6-ch960cS5Talca' v}

F3=Exit F6=Print F9=Retrieve F1Z=Di=zconnect
Fl13=Clear F17=Top Fl18=Bottom F21=CL command entruy

A 18-007




More Information

* Cloud Storage Solutions for i:
https://www.ibm.com/support/knowledgecenter/en/ssw_ibm_i_71/icc
[topics/iccuoverview.htm

* AWS:
https://aws.amazon.com/ amazon
* Softlayer:

SOFTLAY=R’
an IBM Company

http://www.softlayer.com/

* Open Source Technologies for i:
https://www.ibm.com/developerworks/community/wikis/home?lang
=en#!/wiki/IBM%20i%20Technology%2oUpdates/page/Open%20Sou
rce%2o0Technologies




More Information
* Python

@ python’
https://www.python.org/

* AWS SDK for Python (Boto)
https://aws.amazon.com/sdk-for-python/




Questions?




